
PHONE SCAMS
FACT SHEET

Scam activity has a significant 
social impact on Australians. 
Almost 90% of Australians have received  
at least one nuisance or unwanted call (including 
scam calls) every week.  Millions of dollars have 
been lost in scams and scammers are finding 
new ways to trick people into taking their calls.  
There is no one single solution to avoiding scam 
calls however here are some ways you can 
minimise your risk.

Reputable organisations like financial institutions  
and the ATO will never ask you for passwords  
or for access to your computer, just hang up. 

• If there is a distinct delay when you pick up 
the phone and the person does not announce 
 who they are before starting the conversation,  
Just Hang Up.  

• If someone asks for your personal information,  
Just Hang Up.

• If you receive a phone call out of the blue 
about your computer and remote access  
is requested, Just Hang Up.

Hanging up may be the difference between being 
scammed or not.

NSW Crime Stoppers wants  
to let the community know 
that it is ok to Just Hang Up.



Here are some other ways you can minimise 
your risk:
• Hang up the call.  If you are concerned check  

if the call  
is legitimate by calling the organisation the 
caller claims to be from.

• Block phone numbers and be aware that  
some scammers are using caller ID spoofing  
(where they use another number) to trick  
you into answering the call.

• Don’t answer the phone if you don’t know  
who it is.   
Let the call go to voicemail or your answering 
machine first. If the caller leaves a number 
check it matches the one on their website.

• Don’t click on links in unexpected emails  
or messages, even if it appears to have  
come from a legitimate source.

• Don’t ever send money or provide payment 
details over the phone to someone you  
don’t know.  

• Never give out any personal information.   
Scammers will ask questions like, “Do you 
live with your husband/wife?”, “I have three 
children, what about you?”, “It’s my birthday 
tomorrow, when is yours?” – probing questions 
which appear friendly but end with you giving 
the caller personal details about your life.  

If you have received a suspicious  phone call  
you could be the victim  of a phone scam. 

Contact Crime Stoppers:

1800 333 000 
nsw.crimestoppers.com.au

It’s probably a scam if:
• A call or text sounds too good to be true

• Someone you don’t know has your personal 
details

• Banks (or other institutions you trust call  
or text you  
to ask for personal information or money

• You are threatened or made to feel afraid  
or to act urgently

• Someone asks you to access your computer.

If you think you have been scammed, contact your 
bank and phone company immediately. Report the 
scam to Scamwatch www.scamwatch.gov.au, then 
tell your friends and family. Awareness can help 
others from becoming a victim to scams.  

Remember it’s ok to Just Hang Up.

It’s ok to 
Just Hang Up!


